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FUAZIBUAAMANHUIANIZYDINEY

LY ¢
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Tun1su3nis §wau 1 ge Usznaudae

1. qunsalfumudune (Router) S1uau 1 iAFeq
AMANWALLANTE :

1.1 L"ﬁluq‘umzﬁﬁaanLLuumﬁm%UﬁmﬁwﬁLﬂu AGG route @wnsaRndsly Standard Rack
qunn 19 12 18

1.2 ﬁﬁmﬁ'm%’waq%’umiamc?i”'ﬂm@auw Fast Ethernet, Gigabit Ethernet, POS (OC-3, OC-
12, 0C-48), Channelized (E1, E3, OC-3, OC-12) wag 10 Gigabit Ethernet lnagatioy 2 %84

1.3 fvheuseinanawenyinaudasesying Control Plane way Forwarding Plane

1.4 i1 Switching Fabric %138 Bandwidth Capacity LiWaeni1 20 Gbps

15 fvthoaust (Memory) wunaliidnia 16 GB

1.6 fszuuaneliuu AC ag19tlae 2 miae lawiin139191UwUY Redundant Power Supply

1.7 fiwedn Gieabit Ethernet WU 1000BASE-X (SFP) druaulilifaanin 6 wein fanunsari
Hierarchical QoS (agtioe 3 sedu) wiaulugauuy Single-Mode

1.8 {lnesn Gieabit Ethernet WUU 10GBASE (SFP+) ruauliidanin 2 wesn
w¥ou License 10G wianluganuu Single-Mode szagvnaliidasnd 40 flawns Woweulaaiu
Tundliusns o andeinerduinunsmans Inewnanauns

1.9 afuayunmih VLAN snusnsgiy IEEEBO2.1p wag IEEEB02.1q

1.10 @1u150% IP routing protocol kA RIPv2, RIPng, OSPF, OSPFV3, IS-IS, BGP-4,
Route Reflector ey MP-BGP

1.11 @unsa9 IP Multicast routing protocol Town IGMP, PIM Dense Mode, MBGP
Multiprotocol Border Gateway Protocol, MSDP (Multicast Source Discovery Protocol) ag SSM
(Source Specific Multicast) Iailusehatioy

1.12 adfuayun1svin MPLS laun Layer 2 VPN uae Layer 3 VPN Iamduseneioy

AnzNTINMITMUAT DAz BYARLEN YT ANz UBIARUAY YUATIANAT (11A191989)

4 ol
............... Us51UNTINNS awa...............ﬁ.ﬁgi3.....‘.....ﬂiillﬂ’1'i
{ o -
y 4 Q %WW‘I%
L0 L n3IUNNT PRI YN n53UANT
........................................ n33UN"3 BB ke NTTHANS

P P Vs
.......................................... NITUNIT a\‘l’Ua........%...................ﬂﬁllﬂ’liLLﬁ%La"U'l‘l{ﬂ’li
a



-2 -

1.13 flwesn Out-of-band management WUy RS-232, USB ag 10/100BaseTX 819y 1
woiniitese Terminal fmuamnsvhaueesgunsaiwavdmiunsinaeussuula laglussrdnnis
whly Configuration dasanunsavh Rollback 161

1.14 gansadnluuimsuazdnnisgunsalnig SSHv2, XML, NETCONF, NTP, Syslos,

debug, SNMPv3 wanainilfosanansavhaiuiuy TCL Script videlfisuwinla

2. gunsaldaifiu Log File suuIATaUng wuufl 3 $1uau 1 1eFee
AMENUUIANTE :

2.1 Hugunsal Appliance 3o gunsaliivimiiiidionsiiu Logfile Tnsiaws ansnsnifiu
i’JU'i’J:Jngmiaj (logs or Events) ﬁLﬁﬂ%ﬂuaﬂﬂidﬁL'ﬂu appliances uag non-appliances Wy
Firewall, Network Devices 14 9 svuuUfUiins seuu appliances s¥UULATEYNY UAYSYUU
PRNGHE

2.2 Foswnunsndafuteyaldnumdninas nsdaifiudeyanssramiseeniiomes
pumsys1vTaRindhensnssheafinfeafunesfiames w.e. 2560

2.3 Wussuudaifiutoyn Log MNunsvnseUAWALTINUE AALNATEIU FD. 2006.2.1-2555

2.4 Wuszuudafiudeya Log Mldthunisaredeunmeandfimunnigiu “ssuuiivinm
foyavsrasmemeuiiunes” l9nnuunnIgu 1me.4003.1-2560 Inefoediiendnssnenunantimagey

2.5 Lﬁuqﬂﬂicﬁﬁlﬁ%mimaauua3mumﬁmaammgwuauﬁ'\maié\’m%wma%‘u
Hansinuat FCC, CE, RoHS

2.6 $AnuEInsaUIMIIANITUUY Web Base Administration U HTTPS wag
Command Line Interface (CLI) #1u SSH ifipanunsadnluuinnsdnnng seuu log Wupsedisla

2.7 #eesesiunisiniiu Log wuu Syslog ﬁLﬁm?ﬂymmqﬂﬂmim‘%aﬁwH uaz Non-Syslog
ARnNTEUUURTRNS

2.8 #esEnunsnduUsinn Log Ialaefidvandnisldanuliidnfndnnu Devices uazuun
YBIURYARD T

2.9 Fo9Eansayin Archives log wazdins Compression File Lﬁ@ﬂiwﬁmﬁuﬁ%’mﬁu%yja
Tnedensaulavisuwin v3e wnnin 10:1

2.10 53UU9’1’aammsaﬁﬂﬂﬁé¥mm Backup Archive Log Data LLﬂﬂa@ﬂlﬂgﬁQUﬂiﬂ NAS

Server {11 NFS Protocol ot

AnlznTIINSAMUATIaTIBuaRudnYurawzYeTERLAY TIMUATIAINGS (11A1871989)
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211 szuudesanunIndse Log Iaunnsadne Filter mudoulufifeanis 1wu %o Host, ¥iln
Ypamnnsal sEfuANENAy vi5e Message Keyword lawdssaluda Syslog Server duvidegunsal
Usziw SIEM s Syslog Protocol télasfilsiuasuudasteyadunis

2.12 syuuldiuusinsnenuNanswLarn1seleya Imaﬁ%y)aﬁqoﬁaMiﬁua&hqﬁaa
Total Events, Total Bandwidth, Total Log Usage, Top 10 Total Event, Top 10 EPS, Top 10
Total Log Usage

2.13 svuuildauvesaguioyaenu s18ns Host vie gunsalfids Log Wandnifiu Tny
seydayaldognaion fail Je Host, sepvnadnfiusudiiedy, Usinaamnmsel, Usinadeya Log
T,mammmﬁiqaaﬂ%’a;&aﬁﬁ"’muu Copy, CSV, JSON, PDF

2.14 svuusesdimmannsaudaioutuassuuinussuuanmnedidnnsetindg manuin
1} Log 91nszuusumedeanumifunanfifimun

2.15 T55UUNTIIEBUAMINGNABIVEY Log File fMeguluy MD5, SHAL Uay SHA256

216 srUUtauefosEansn Download log iFesdmfunu w.su. 2 U lnedesdinig
Whsase AES-256 wae 1d password fietlasfumsudludoyald

2.17 5995UA15 Authentication 59U AD %38 LDAP Lay3893UN15 Authentication WUy
Two Factor Authentication

218 5943UNMS¥IURIL Mobile Devices wuU Native Application ilpanunsaudaiiion
UsANSAmMN15YINIUTessEUY W CPU Utilization, Disk Utilization Imammmﬁmﬁ%vuqﬂﬂszﬁ
Android Device 1@

219 szuvamnsodmiudeyaeiia Raw Data Tnsusndnifumudequnsal fufl uasdalusls

220 syuvEMnsafMURtevetgUNIaiids Log iWundafuld (Alias Name) iiiednesons
ATIVEDULALINT

2.21 sxuuRplimAlulagnis Index Youa Log File deuseavanmlumsdumlagseuiis
WU Full-text Search uaguuusinvun Field Tun1sdum Tnsannsasyyleulalunsfumls wu
AND , OR, Wildcard wagfinviungaiiavzevauluntun1saunile

2.22 syuudesannsatufindeulelunisdumiferinisfuvluniendsls

Y o~ v % % & % 0w
2.23 swuudesinaluladnsaudeya (Search) lranynileanuludeya Log Hdatnin

1ﬁﬁljatwu Keyword, Field, Boolean Expression, Regular Expression 9

A

igrETINIiIMUATIgazBuaRadnvasaE e IERLAY TIMUATIAINGN (31A187489)
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2.24 izwmmimamé‘?@LLawTN'm’LuImm High Availability (HA) LaEIOITUNITINIURUY
Active-Active Tpganunsaldaunuasoslafialu Cluster

2.25 szuvannsadnfedeys Index lngnu Restful API g ielshinwaiunannsaidouse
‘ﬁazgaﬁﬂﬂmewas"mﬁ’mzw%u WioaiesruuneaumuingUsseasn

2.26 wadwsAldaNN1IAUM awnsadesen (Export) Wilvidguuuy Csv Id

227 fiwesmidiousa Gigabit Ethernet WUU 1/10G Base-T sgatow 4 wasn visannin

2.28 1Hugunsal fImheuszanananais (CPU) lifaandn Intel Xeon 8Cores/16Threads
AnuEliiteend 2.1G wieauda (Cache) ladifoandn 20M druauliitosndn 2 e

2.29 fmbheaudt (RAM) 64 GB #50ANT

2.30 fimheifudoyadises Hard disk mmqliitiosnd 10TB wiedni

231 fisvuudngliiuu AC 819t 2 ihe taedin1svinauluy Redundant Power

Supply

3. gunsalnszanedyguseaulvun (L3 Switch) vuna 48 ¥as 91uau 1 LELY
AMANWMZIANTE :

3.1 1 Layer 3 Switch fidvwin Switching Capacity Titfoendn 3Tbps waeiluszdnsam
Tunsessiudaya Forwarding Rate laitfosndn 971 Mpps

32 fivheanusvmdn (Memory) vuialitiesnin 16GB waziniiganudn (Flash
memory) Yunnlileenin 16 GB

3.3 fiwodmuwuu SFP 1/10/25 Gbps Gigabit Ethernet liitfaundn 40 9os neuluganinania
10G Litfandn 20 f2 wuU Single-Mode szeznnabiitionndn 10 Alawwns

3.4 fnesauwuu 40/100 Gbps lakivesnin 4 44

3.5 fszuvanegluuuu AC ag1atioy 2 v Tawiinnsvinauwkuy Redundant Power Supply
wagyieulaLuy hot swap

3.6 fpauszueseudsesiiannsanenddsuldluvaeyihay

3.7 atuayudual MAC Addresses liitioendn 64,000 Addresses

3.8 @nuayun1s1IviEa (Link-layer cryptography) nunnnsgiu IEEE 802.1AE (MACsec) 1t

3.9 avuayun1vh spanning tree lalidaundn 1000 VLAN ausnnsgnu IEEEB02.1D, IEEE

802.1s/w, IEEE802.1p W@y IEEE802.1Q 1A

)mznismmiﬁwumimamﬁamma”nwmxLawwwaqﬁ’aquazﬁmumﬁmnma (51A181989)
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3,10 @w150%n Port Aggregation MLNNASgIY IEEES02.3ad wazaninsaldisnsnszane
nn3¥eya (Load Balancing Method) 1@wn src/dst MAC address, src/dst IP address, src/dst
TCP/UCP Port, src-dst MAC address, src-dst IP address wag src-dst TCP/UCP Port 19t

3,11 5995UN"5¥1 encapsulate uag decapsulate muuImsgIUlnslnAea virtual
extensible LAN (VXLAN) #30 GRE Tunnel

3.12 @1u150891 IP routing protocol lalin Static Route, NAT , LISP , RIPv1/2, OSPF, OSPF
for IPv6 wag RIP for IPv6 laluidasnin 24,000 entries

3.13 aﬁfuawmﬂﬁu’%ms IP Multicast #78 IGMPv3 snooping, MLDv1 snooping, MLDv2
snooping ag IGMP filtering leidusgnsios

3.14 @11199%i" routing protocol 1aLA BGP4, IS-IS, PIM-DM, PIM-SM, MPLS uag Policy-
base Routing 1§

3.15 aduayumLansasunInsIvEeULariudufmuldanu (Authentication)
Fateluil

3.15.1 IEEE 802.1x waig User/MAC-Authentication

3.15.2 |IEEE 802.1x UU Guest VLAN, VLAN Assignment, Per-User ACLs, Voice VLAN

3.15.3 Web-Based Authentication lagansnsa Customizable Web Pages dw3u
Mt Authentication uags¥y URL 7l Redirect levhms Authentication sulél

3.15.4 aduayunisyin RADIUS change of authorization (CoA)

3.16. @nnsafvuanunInnIiiuInng Quality of Service (QoS) Faoteluil

3.16.1 Classification: IEEE 802.1p source and destination IP address, MAC
address, or Layer 4 TCP/UDP port number

3.16.2 Queuing & Scheduling: Priority Queuing, Weighted Round Robin (WRR)
%39 Shaped Round Robin (SRR)

3.16.3 Congestion Avoidance: Weighted Tail Drop (WTD) 179 Weighted
Random Early Detection (WRED)

3.16.4 Traffic conditioning: Policing ke Shaping

3.17 anunsaiuuanstesiunisdsiutayanie IPva ACL, IPv6 ACL, Port ACL, MAC ACL
waz VLAN ACL et

3.18 TlUsunsu Packet analyzer (Wireshark w3auieuwin) anelushgunsal Tnsamnsoiiu
Foyaluzulnd. peap I vngunsoiauslalannsavile Wiauegunsal Hardware uag Software

ﬂgwnﬁuMiﬁ'mumwam?iaﬂﬂmé’ﬂwmmaww‘uaqﬁaquazﬁfmumwmﬂmﬂ (51P181484)
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Packet Analyzer mevenndauduansnsldauiianmnsainis Analyze Packet ldlitiosnin 2
Gbps

3.19 @1115991 Port Mirroring (SPAN), Remote Port Mirroring (RSPAN) Wa¢ Encapsulate
Remote Port Mirroring (ERSPAN) s

3.20 @nnsadmiudeyaadnnisldnuiaietns (Pva uag IPv6 Flow Usage Statistic) an
15§71 Netflow 3o sFlow %38 jFlow e

321 flwesm Out-of-band management WUU RS-232, USB 88198 1 Wash \fiee
Terminal fvuan1svieuvesgunsal uasdwiunsisaeuszuuld tnglusgninsmsunly
Configuration fasanu5avin Rollback 161

322 gansadnluuimsuazdnnsgunsalaae CLI, Telnet, SSH, Web Ul, NTP, Syslog,
IPv6 address, Python , debug &g SNMPV3 12

3.23 @nansavineusaufugendud Software Define Network (SDN) #ae) NETCONF/YANG
w39 RESTul laluetsios

3.24 gunsalv Fosanusofndeuy Rack 19 i 1%

3.25 gunsavieuiuseuuliiluussmelnewuy 220 VAC, 50Hz la

3.26 gqunsaiviovun Feaduvedyel liweriunsldouniey

3.27 fuwnaedelin (Power Supply) 47U 2 e WUy redundant

4. gunsalinnmnulasadieuuaiatiersuiiamasluszsiulenniingy (Application
Firewall) $7uau 1 1A3aq
AANWZIANTE :

4.1 Jugunsal Appliance-Based Firewall flaratudternihiinaduuasniuny
Application, User, Content Ineiamz (Application Firewall) uagltlassairsamidnenssuuuy
Single pass software Uazin13¥auwes Control Plane uag Data Plane (iguivivizedind

4.2 5 Network Interface agneviousiail

421 Sesadeusenuy 10/100/1000 Copper litfosndn 12 weasw
422 fiendeudeuuy 1/10 Gigabit SFP+ liltfoandn 8 geq

43§ Interface HA Wuu 10/100/1000 laitieunin 2 wosn wasdl Interface wuy

10/100/1000 dmduuimssanislasianie (Out of Band Management) laitfoenin 1 wain

v [ v, v o
IﬂEJ‘VN‘MlIWVLlIUUi’JMﬂU interface 1nU8Y 4.2

AgnTIINMITMUATEadeanudnvaazYeaRuAYTMLATIAINGN (31A187989)
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4.4 i Application Firewall Throughput w38 NGFW Throughput nlsidaendn 6.6 Gbps
waLsILIU Max Sessions lalaitieendn 2,000,000 sessions kay New Sessions hitiaunin 82,000
sedundl Inefiauesandesiidaenans specification AfdLavszyfemmanansavosgunal ity
Datasheet vaainvamdndnst Insdeaduenasimaunslutomis Public Wy internet wazyn
Hoyalu datasheet fimsvaaouluvaneitouly (Conditions) Tid1eBeanenfisnanlu datasheet 1
Wity

4.5 il storage AuAliINT1 240GB wila SSD W38N

4.6 @315a¥i Routing kuu Static, RIP, BGP, OSPF, Multicast wag Policy Based
forwarding aiduseetioy

a7 mmmaméﬁgﬂugmmu Transparent Inline, Non-Inline Monitoring (Tap), L2 wag L3
wazannsoRndalunngULuLnieuiulagliifesiinsui virtual systems v3e virtual domains Lot

4.8 awnsafmuaulsueanuUasadoifiomusunisdifisssuueiotieain Application,
User way Content 161

4.9 ansavausaniuszuunsigausinu (Authentication Systems) lAlA Active
Directory, LDAP, uag Radius Lﬁav‘hmsaﬂmu;:ﬂ%’lé’ﬁ‘]uasmﬁaa

4.10 mmsamu@uﬂimm@ﬂw&ﬁaqmﬂﬂﬁ download wag upload UuLsAL
Application e ifmﬁ"’qmmmﬂaqﬁums%"'flmasuaqsﬁau“a (Data Filtering) 88NANTEUULATOVIY LYY
vaneuTnaiAsAn LazansaassgULuUNMInTIvEeulanLALABINS

4.11 @nsauduuss Response Page wisludanlda Tunsdifidnsuden Application
Aty slludemhamedudildszuunietivves Captive Portal uag Client VPN 6

112 anansatlesiusfunnaiu (Threat Prevention) Inedea5843u Threat Prevention
Throughput laltfesndn 3.0 Gbps neiauesiareaiideenans specification AdfLavIzyde
mwEnsavesgUnsal Wy Datasheet YosdnvosHanine Tnedoaduenansfimeunslugomns
Public 11 internet uagynUayalu datasheet finsnaaeulunaneiieuls (Conditions) 18ne8a
anAfiggelu datasheet Idviniy

413 @savin IPsec VPN (Site to Site) Tnel IPSec VPN Throughput blitiaendn 3.2 Gbps

4.14 a111509ANSASHUNING (QoS) voansnHlanN Application, User, Source,
Destination, Interface wag IPSec VPN Tunnel fifusgnaties lngseynisniium, vouungedn uay
arduaNdnAty (Priority) vesnsauiala

4.15 anunsavhssnuieegetesdwoluils
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4.15.1 User Activity Report Lamen1shgaiuves User unavau

4.15.2 Top Application, Application Category and HTTP Application
4.16 @1150vn18U TINEUSUNATIBUAINAINABINTT TugULUY CSV, XML wag PDF

i Pusehetion ndeueraandiseanurung Email Luusalusiale

4.17 Tuvasdrelniln (Power Supply) wuu redundant
018 odldFumssuseanmsguddl FCC uay veal iWusgates
4.19 Fosldfumsdndusuleglungu Leader vos Gartner Magic Quadrant Tungy

AR Enterprise Network Firewalls U 2019
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7.4 gunsalnszanedayasyiulnug (L3 Switch) vunn 48 dos szuziiailiiies
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